3apeructpupoBaHo B MuHtocte P® 19 chepansa 2010 r. N 16456

SENEPANBHAA CINTYXBA NO TEXHUYECKOMY N SKCTTOPTHOMY KOHTPOIJTO

MPNKA3
oT 5 deBpans 2010 r. N 58

OB YTBEPXOEHWN NONOXXEHUA
O METOOAX N CMOCOBAX 3AWNTbI NHOOPMALIN B MHOOPMALIMOHHbBIX
CUCTEMAX NMEPCOHAJbHbIX OAHHbIX

B cooTtBeTcTBMM C nyHKTOM 3 lMonoxeHnst o6 obecneyeHmn 6€30MacHOCTU NEPCOHANbHbIX AaHHbIX
npu ux obpaboTke B WHHOPMAULMOHHBIX CUCTEMAxX MepCcoHanbHbIX OaHHbIX, YTBEPKOEHHOro
MoctaHoBneHnem [llpaBuTtenbctBa Poccuiickon degepaumm ot 17 Hosidps 2007 r. N 781 (CobpaHue
3akoHogartenbcTBa Poccuinickon ®epepauun, 2007, N 48, ct. 6001), npukasbiBato:

YT1Bepautb npunaraemoe [lonoxeHne o MeTodax W cnocobax 3awuTbl WHOpMauun B
WH(OPMALIMOHHBIX CUCTEMAX NEePCOHANbHbIX AaHHbIX.

Oupextop ®egepansHON Cryxobl
Nno TeXHN4YEeCKoOMY

N SKCMOPTHOMY KOHTPOJTIO
C.rP1ropoB

Mpunoxexue
k Mpukazy PCTIK Poccun
oT 5 cpeBpansa 2010 r. N 58

MONOXXEHWE
O METOOAX 1 CIMTOCOBAX 3AWNTbI NHOOPMALINM B MHOOPMALIMOHHbBIX
CUNCTEMAX MNMEPCOHAINBbHbLIX OAHHBLIX

|. ObLwue nonoxeHus

1.1. Hactosiwee [llonoxeHne paspaboTtaHo B cOOTBETCTBUM C [lonoxeHnem o6 obecneveHuu
Be3onacHoOCTV NepcoHarnbHbIX AaHHbIX NpY NX 06paboTke B MHPOPMAaLMOHHBIX CUCTEMAX NEePCOHanbHbIX
AaHHbIX, yTBEepXaeHHbIM NMocTtaHoBneHnem MNpasuTtensctBa Poccunckon degepaumm ot 17 Hoabps 2007
r. N 781 (CobpaHue 3akoHomaTtenbctBa Poccuiickon ®epepauumn, 2007, N 48, ct. 6001), un
yCcTaHaBnvMBaeT MeTodbl M cnocobbl 3awmTbl MHAOPMaLuK, MpuMeHseMble Ans obecneyeHus
©e3onacHoOCTV NepcoHanbHbIX AaHHbIX NPy NX 06paboTke B MHPOPMAaLMOHHbBIX CUCTEMAX NepPCOHarnbHbIX
AaHHbIX (Janee - WHMOPMAUMOHHbIE CUCTEMbI) FOCYAApCTBEHHbIMW OpraHamu, MyHUUMNansHLIMU
opraHamu, pUaANYECKUMU NN PUSUHECKUMWN NMLAMU, OPraHU3YIOWMMKU U (UNK) OCYLLECTBIIAIOWMMN
06paboTKy nepcoHanbHbIX AaHHbIX, @ Takke OonpedensAllyMMM UenM K cofepxaHne o6paboTku
nepcoHanbHbIX AaHHbIX (darnee - onepaTtop), UNn NULOM, KOTOPOMY Ha OCHOBaHWW JOroBopa orepatop
nopy4yaeTt 06paboTKy NepcoHanbHbIX AaHHbIX (4anee - ynofiHOMOYeHHOe NnLO).

B Hactoswem [lonoxeHun He paccmaTtpmBalTca BOMNpockl obecnedeHnss Ge3onacHoCTU
nepcoHanbHbIX AaHHbIX, OTHECEHHbIX B YCTAHOBIIEHHOM MOPSAKE K CBeOEHWs M, COCTaBIAOLWUM
rocygapCTBEHHYI0 TalHy, a Takke BOMPOChbl NMPUMEHEHUS KpunTorpadmyeckMx mMetogoB M cnocobos
3aWmTbl MHOpMaLun.

1.2. K meTtogam u cnocobam 3awwmTel MHpopmaumy B MHAOPMaLMOHHbLIX CUCTEMAX OTHOCATCS:

MeTodbl M crnocobbl 3awuTbl MHGOpMauun, obpabaTbiBAEMON TEXHUYECKMMW CpeacTBamu
VMHOPMALNOHHOW CUCTEMbI, OT HECAHKUMOHUPOBAHHOIO, B TOM 4MCNe Cry4anHoro, JocTtyna K
nepcoHanbHbIM  AaHHbIM,  pPe3ynbTaToM  KOTOPOro  MOXET CTaTb  YHUYTOXEHWE, W3MEHEHNE,
6rnokvpoBaHue, KONUPOBaHWE, PacNpPOCTPaAHEHWE MNEPCOHarnbHbIX  AaHHbLIX, a Tawkke  WHbIX
HECaHKLUMOHUPOBAHHbLIX AencTBUA (fanee - MeTodbl W Cnocobbl  3awWuTbl  UHMOpMauuM  OT
HEeCaHKLMOHUPOBAHHOIO J4OCTYnMa);

MeToabl U Cnocobbl 3almThl peyeBor MHdopmMauun, a Takke MHdopMauuun, nNpeacTaBieHHON B
BUAE WH(OPMATUBHBIX 3NEKTPUYECKUX CUrHanNoB, (U3MYECKMX Nonen, OT HeCaHKLUMOHUMPOBAHHOIO
Joctyna K MepcoHanbHbIM  [aHHbIM, pe3ynbTaToM KOTOPOro MOXeT CcTaTb  KOMupoBaHwue,



pacnpocTpaHeHne MepcoHanbHbIX AaHHbIX, @ TakKe WHbIX HECaHKLMOHWPOBAHHbIX AEWCTBUWA (ganee -
MeTOoAbl U CNOCcoObI 3aLMTbl MHADOPMAaLMKU OT YTEYKU MO TEXHUYECKMM KaHanam).

1.3. [Ina BeibOpa u peanunsaumMm MeTOL4OB M cNocoboB 3awmTbl MHpopMaunm B MHpOPMaLMOHHOM
cucTemMe onepaTopoM UMM YMOHOMOYEHHBIM FIMLOM MOXET Ha3HayaTbCA CTPYKTYpPHOe nogpasgeneHve
UNN AOOIMKHOCTHOE Nuuo (paboTHMK), OTBETCTBEHHblE 3a obecrneveHne 6e30MacHOCTM NepPCOHaNbHbIX
AaHHbIX.

[ns BbibOpa M peanusaumm MeToooB M cnocoboB 3awmTbl MHGOPMaUMM B MHAOPMALMOHHOM
cucTeMe MOXET NPMBIEKaTbCH opraHusauums, umetowas ogOpMIIEHHYH0 B YCTaHOBMIEHHOM nopsake
NULEH3NI0 Ha OCYLLEeCTBIeHWe OeATeNnbHOCTM MO  TEXHUYECKOW 3almte  KoHduAeHUuanosHown
WHopmauuu.

1.4. Boibop u peanusauma mMeTodoB M CnocoboB 3alimTbl MHOPMaUUU B WMHEGOOPMALMOHHON
cucTemMe OCYLLECTBMAIOTCA Ha OCHOBE ornpedenseMblX onepaTtopoM (YNONIHOMOYEHHLIM FfIMLOM) Yrpo3
©esonacHOCTN NepcoHarnbHbIX AaHHbLIX (MOZENU yrpo3) U B 3aBUCMMOCTM OT Kracca MHAOPMaLMOHHON
CUCTEMBbI, OrpedeneHHoro B CooTBeTCTBUM ¢ lNopsagkom npoBeaeHust krnaccudmkauum nHPOPMaLMOHHbIX
CUCTEM MNEepCoHanbHbIX AaHHbIX, YyTBepXaeHHbiM [Mpukazom PCTIK Poccun, ®CB Poccum u
MuHuHdopmceesan Poccum ot 13 despans 2008 r. N 55/86/20 (3apernctpupoBaH MuHioctom Poccumn 3
anpens 2008 r., pernctpaumoHHbii N 11462).

Mogenb yrpo3 paspabaTbiBaeTcd Ha OCHOBE METOAMYECKUX [OKYMEHTOB, YTBEPXKAEHHbIX B
CoOTBETCTBMM C NYHKTOM 2 [NocTaHoBneHus MNMpasutensctBa Poccuiickon ®egepaumm ot 17 Hoabps 2007
r.N 781.

1.5. BblbpaHHble © peanu3oBaHHble MeTodbl W cnocobbl  3awmTbl  uHGOPMauMM B
WH(OPMALIMOHHOM  cUCTEME [JOIDkHbl  obecrneumBaTb HenTpanusaumioo npegrnonaraembix  yrpo3
BesonacHOCTN nepcoHanbHbIX AaHHbIX NpyU ux obpaboTke B MHPOPMAaLMOHHBLIX CUCTEMax B COCTaBe
co3gaBaemMoi onepaTtopom (YNoSITHOMOYEHHBIM fINLIOM) CUCTEMBI 3aLLMTbl NEPCOHANBbHBIX AaHHbIX.

[I. MeToap! 1 cnocobbl 3aWuUThl MHGOPMaL UK
OT HECaHKLMOHMPOBAHHOIO JOCTYyNa

2.1. Metogamm u cnocobamn 3awuTbl MHOPMaUuM OT HeCaHKUMOHWPOBAHHOIO AOCTyna
ABMNAOTCH:

peanu3auns paspeLuMTenbHON cucTembl Aonycka nonb3oBaTtenen (obcnyxmsatoLero nepcoHana)
K WMH(OPMALMOHHLIM pecypcam, WH(OPMAaLMOHHOW CUCTEME U CBSA3aHHbIM C €€ WCMONb30BaHMEM
paboTtam, JOKyMeHTaMm;

orpaHuMyeHne OOoCTyna Morb3oBaTternen B MOMELLeHUs, rae pasMelleHbl TeXHUYecKne CpeacTsa,
Nno3BoMsWNE OCYLEeCcTBNATE 06paboTKy nepcoHanbHbIX AaHHbIX, a TaKkKe XPaHATCS HOCUTEnu
MHdopMaLnK;

pasrpaHvnyeHne gocTyna nornb3oBaTtenen n obcnyxvBalolwero nepcoHana K MHAPOPMaLMOHHBIM
pecypcam, nporpaMMHbIM cpedcTBam 06paboTku (nepedaydm) u 3awmTbl MHOPMaUnK;

peructpaums  OeWcTBMM  nonb3oBatenev M obcnyxkuBawlwero nepcoHana,  KOHTPOSb
HeCaHKLUMOHMPOBaAHHOIO AO0CTyna M OeWCTBUIA nonb3oBaTenen, obcnyxuBalolwero nepcoHana u
NMOCTOPOHHMX FNL;

yyYeT N XpaHeHne CbeMHbIX HocuTenen nHgopmMaumm n nx obpalleHve, ucknyawLwee XuweHmne,
NOAMEHY U YHUYTOXEHME;

pesepBMpOBaHNE TEXHUYECKNX CPEACTB, AybnnupoBaHMe MacCMBOB U HOCMTENen nHpopmauuu;

MCcrnonb3oBaHWe CcpeacTB  3awuTbl MHOpmMauun, npoweawux B YCTaHOBMEHHOM MoOpsake
npouenypy OLEeHKU COOTBETCTBUS;

ncnornb3oBaHWe 3alULLIEHHbBIX KaHarnoB CBA3W;

pa3melleHne TeXHWYEeCKUX CPeacTB, MNO3BOMSIOLMX OCYLEeCTBNSATb 06paboTKy nepcoHanbHbIX
AaHHbIX, B pefenax oxpaHsaemon Tepputopuu;

opraHusaums  (U3MYecKoW 3aluTbl MNOMELLeHUA U COOCTBEHHO TEXHUYEeCKUX CpeacTs,
NMO3BONSALLMX OCYLLECTBNATb 06paboTKy NepcoHanbHbIX AaHHbIX;

npegoTBpalleHne BHeOpeHus B MHAOPMAaLMOHHbIE  CUCTEMbl  BPEOOHOCHLIX  Mporpamm
(mporpamMM-BMpPYCOB) U MPOrPaMMHbIX 3aKagok.

2.2. B cucteme 3awmTbl NepcoHanbHbIX AaHHbIX MH(POPMAaLMOHHON CUCTEMbI B 3aBUCUMOCTU OT
Knacca WH(OPMALMOHHOMW CUCTEMbI W WCXOAA W3 yrpo3 06e30MacHOCTU MEePCOHANbHbIX OaHHbIX,
CTPYKTYpPbl MH(POPMALMOHHON CUCTEMBI, HANMYNS MEXCETEBOIro B3aMMOAENCTBUSA U PEXUMOB 06paboTku
nepcoHanbHbIX AaHHbIX C  WCMNOMb30BaHMEM COOTBETCTBYIOLUMX METOAOB UM CnocoboB  3alumThl
WHMOPMaLUMM OT HEeCaHKLMOHMPOBAHHOIO [OCTyrna peanuayloTc (YHKUMKU yrpaBrieHns [OCTYOM,
pervctpaumm u ydeta, obecneyeHns LenocTHOCTU, aHanmaa 3almLeHHocTH, obecneveHns 6esonacHoro
MeXCeTEBOro B3aMMOAENCTBUSA N OBHAPYXEHUS BTOPXKEHNN.

MeToabl 1 cnocobbl 3awuTbl MHpOPMaLUUM OT HeCaHKLMOHMPOBAHHOIO AocTyna, obecneynsarome
YHKUMKW  yrnpaBneHus [OCTYnoMm, perucrpaumMm wu y4yeta, obecneyvyeHust LUenoCTHOCTW, aHanusa
3alwmiieHHocTn, obecneyeHms Be3onacHoOro MexceTeBoro B3aumMoOenCTBUS B 3aBMCMMOCTU OT Kracca



VMHOPMALIMOHHOW CUCTEMbI ONMPEAENnAoTCA OnepaTtopoM (YMOSTHOMOYEHHbIM fMLOM) B COOTBETCTBUU C
NpUNoXXeHneM K HacTosiLeMy [onoxeHuto.

2.3. B MHGOPMAaLIMOHHbIX cucTemax, VMELMX noaknoyeHne K
VMHOPMALMOHHO-TENEKOMMYHUKALMOHHBIM CETAM MEXOYyHapOAHOro MHpopMauuoHHOro obmeHa (cetam
CBSA3M O6LLEro nonb3oBaHWs), UM Npyv PYHKLUMOHMPOBAHMU KOTOPbIX NPEeAyCMOTPEHO WUCMONb30BaHWe
CbEeMHbIX HocuTenen nHopmalmm, UCNoNb3yTCS CPeacTBa aHTUBUPYCHOM 3alLmThl.

2.4, Mpn B3aMMOJENCTBUMU WHOPMALIMOHHbIX cuctem c
WH(POPMALIMOHHO-TENEKOMMYHUKALMOHHBIMK  CETAMU  MEXAYyHApOAHOro  MHAOPMaLUOHHOrO obmeHa
(ceTamun cBs3M obLiero nonb3oBaHWs) Hapsdy ¢ MeTogamu u cnocobamu, ykasaHHbIMWU B MNyHKTe 2.1
HacToswero [lonoxeHwsi, OCHOBHbIMW MeTogamMu W cnocobamu  3awWnTbl  UHOpMaumm  OT
HeCaHKLMOHMPOBAHHOIO AOCTYMNa ABNAIOTCA:

MEXCeTEeBOEe 3KpaHMPOBaHME C LEMNbio ynpaBneHus AOCTYnoM, punbTpauun ceTeBbIX NAKETOB U
TpaHCcNAUMM ceTeBbIX aAPECOB AN CKPbITUS CTPYKTYPbl MH(POPMAaLNOHHOW CUCTEMBI;

obHapyXeHne BTOPXEHWN B WH(MOPMALMOHHYID CUCTEMY, HapyllalWwmx Wnu Cco3garwmnx
NPeanocbiikN K  HapyLeHWI0 YCTaHOBMEHHbIX TpeboBaHui no obecneyeHutio 6He3onacHoOCTy
nepcoHarnbHbIX AaHHBIX;

aHanM3  3alMWEHHOCTM  MHAOPMALMOHHBIX  CUCTEM,  Mpejronaralwmn  NpUMeEHeHne
cneunanmanpoBaHHbIX MPOrpaMMHbIX cpeacTB (ckaHepoB 6e30nacHoCTK);

3awuTa nHgopmarmm Nnpu ee nepegade no KaHanam CBA3w;

NCNONb30BaHNE CMapT-KapT, 3MEKTPOHHbIX 3aMKOB M APYrMx HocuTenem uHdopmauuu Aans
HadexXHoWn naeHTndmnkaummn n aytTeHTudukauumn nonb3osarenen;

NCNoNb30BaHNE CPEACTB aHTMBUPYCHOW 3aLLUThI;

LEeHTpann3oBaHHOE YynpaBreHue CUCTEMON 3almTbl MEPCOHAaNbHbIX AAaHHbIX WMH(OPMALMOHHOM
CUCTEMBI.

2.5. TlogkniovyeHne  UHOPMAUMOHHBIX  cucTeMm, obpabaTbiBalOWMX  FOCyAapCTBEHHbIE
WMHOPMALMOHHBIE pecypcbl, K WHMOPMAaLMOHHO-TENEKOMMYHUKALUUOHHBIM CETSIM  MeXOyHapoOHoro
MHpopMaUnoOHHOro OOMeHa OCyLecTBsSieTcs B COOTBETCTBMM C Ykasom [lpeangeHta Poccuiickon
depepaumm ot 17 mapta 2008 r. N 351 "O mepax no obecneyeHnto MHOpMaLNOHHON Be3onacHOCTH
Poccuinckon ®depepaummn  npuv UCNOMb3OBaHUM  MH(OPMALMOHHO-TENEKOMMYHUKALMOHHBIX — CeTen
MexayHapoaHoro nHdopmauunoHHoro oomeHa" (CobpaHue 3akoHogaTenbcTBa Poccuickon depepaumm,
2008, N 12, cT. 1110; N 43, cT. 4919).

2.6. [Ona obecneyeHnss 6e30MacHOCTM  MEPCOHarnbHbIX  AaHHBIX  MpU  NOAKIMIOYEHUN
WH(POPMALIMOHHBIX CUCTEM K WH(OPMALMOHHO-TENEKOMMYHUKALMOHHBIM  CETAM  MEXAyHapOOHOro
WMH(OPMALMOHHOrO 06MeHa (CeTsM CBA3M 0ObLLero nonb3oBaHWs) C Lenbio nonydeHms obLieaoCcTynHON
WHhopMaLMm NOMUMO METOAOB M CnocoboB, ykaszaHHbIX B MyHKTax 2.1 n 2.4 HacToswero MNonoxeHwus,
NPUMEHSAIOTCA  CnegylolimMe  OCHOBHble  MeTodbl W cnocobbl  3awuTbl  MHGOpMauuMum  OT
HeCaHKUMOHMPOBAHHOIO AocTyna:

dunbTpaumsa BXoOdWwmMX (MCXOOALWMX) CETEBbIX MAKeTOB MO MpaBuriiaMm, 3afaHHbIM OMepaTopoMm
(YNONHOMOYEHHbBIM NULOM);

nepuognyeckuii aHanm3 06e30MacHOCTU  YCTAHOBIEHHBIX MEXCETEBbIX 93KPAHOB Ha OCHOBE
UMUTaLMN BHELLIHUX aTak Ha UHCOPMAaLMOHHbBIE CUCTEMBI;

aKTUBHbIN ayauT 6e30nacHOCTU MHPOPMALIMOHHON CUCTEMbI Ha NpeaMeT OBHApPYXXEHUs B pexnve
peanbHOro BpeMeH HeCaHKLMOHUPOBAHHOWN CETEBOW aKTUBHOCTM;

aHanu3 npuHMMaemMon no MHAPOPMALNOHHO-TENEKOMMYHUKAUNOHHBIM CEeTSAM  MEeXOyHapOL4HOro
NHOpMaUMOHHOro obmeHa (ceTsiM CBA3M 0bLLero Nonb3oBaHWs) MHopMaLuun, B TOM YUCTIE Ha Hanuyne
KOMMbIOTEPHBIX BUPYCOB.

Ons peanusauunm ykasaHHbIX METOOOB U CMOCOGOB 3aliMTbl MHOpMaLUM MOTYT MPUMEHSITLCS
MEeXCeTeBblEe 3KpaHbl, CUCTEMbl OOHapyXeHWsi BTOPXEHWWA, CpeacTBa aHanmMsa 3alULLEHHOCTMH,
crneunanmampoBaHHble KOMMIEKChI 3aLUUTbI M aHanm3a 3alMLWeHHOCT MHpopMauun.

2.7. Ona obecneyeHnss Ge3onacHOCTM MEepcoHanbHbIX AaHHbIX MpPU  yAaneHHOM [OocTyne K
WMHOPMALMOHHOW cucTeme 4depe3 WH(OPMaLMOHHO-TENEKOMMYHMKALMOHHYIO CETb MeXAYyHapOL4HOro
MHOpMaUMOHHOrO obMeHa (ceTb CBA3W 0OOLLEro nosnb3oBaHUs) NMOMUMO METOOOB WM cnocobos,
yKasaHHbIX B NyHkTax 2.1 1 2.4 HacTosawero MNonoxeHus, NPUMEHSIOTCA CrieayroLme OCHOBHbIE METOAb!
1 cnocobbl 3amTbl MHPOPMAaLMK OT HECAHKLMOHMPOBAHHOIO JOCTYNa:

npoBepka NOANMHHOCTY oTnpaBuTens (yaareHHOro nonb3oBaTens) U LeNnoCTHOCTU NepeaaBaeMbIX
no MHOPMaLMOHHO-TENEKOMMYHUKALMOHHOW CeTU MEeXOyHapOAHOro MHAOPMaLMOHHOro obmeHa (ceTtu
CBS3K 06LLEro Nonb30BaHUA) AaHHbIX;

ynpasneHne 4OCTYNOM K 3aluMLlaeMbliM NepcoHanbHbIM AaHHBIM MHOPMAaLMOHHON CeTH;

ncnonb3oBaHue aTpubyToB BesonacHoCTw.

2.8. Ins obecneyeHnss 6€30NacHOCTN NepCOHanbHbIX AaHHbIX NP MEXCeTeBOM B3aUMOAENCTBUU
OTAEenNbHbIX  MHOPMAUUOHHBIX CUCTEM  4Yepe3  UH(OPMaLUMOHHO-TENEKOMMYHUKALIMOHHYIO  CEeTb
MEXAyHapOAHOro MHgOpMaUnoHHOro obmMeHa (ceTb CBA3WM 0OLLEero nonb30oBaHWsl) MOMUMO MEeTOA0B U



cnocoboB, ykasaHHbIX B nyHkTax 2.1 u 2.4 Hactosiwero [lonoxeHusi, NPUMEHSIOTCS creayoLlme
OCHOBHblE MeTOoAbl U Ccnocobbl 3aWwnTbl HGHOPMALIMM OT HECAHKLMOHMPOBAHHOIO AOCTyNa:

co3gaHue KaHana cBasn, obecneymnBaroLLEero 3awmTy nepegaBsaemMon MHopMauuu;

OCYLLECTBMEHNE ayTeHTUmMKaumm B3aMMOLAENCTBYIOWNX MHPOPMALMOHHBIX CUCTEM U MpOBEpKa
NOAMNVHHOCTM Nonb3oBaTenen U LeNOCTHOCTU NepeaBaembiX AaHHbIX.

2.9. Insa obecneyeHns 6e30NacHOCTM NepPCOHarbHbIX AaHHbIX MPU MEXCETEBOM B3aMMOLENCTBUM
OTAENbHbIX MHOPMALIMOHHBIX cucTem pasHbIX onepaTopos Yyepes
WHOPMALMOHHO-TENEKOMMYHUKALMOHHYIO CETb MeXAyHapogHoro WHGOopMaunoHHOro obmeHa (ceTb
CBA3K o6Llero Nonb3oBaHKst) NOMUMO METOAOB 1 CNOCODOB, yKa3aHHbIX B NyHKTax 2.1 u 2.4 HacTosLero
[MonoxeHus, NPUMEHAIOTCS Ccnegylolwme OCHOBHble MeTOAbl M Cnocobbl 3awuTbl MHAOPMaUMn OT
HeCaHKLUMOHMPOBAHHOIo AocTyna:

co3gaHue KaHana cBasu, obecneunBaroLLero 3awnTy nepegasaeMon UHopmauum;

ayTeHTUdMKaLNs B3anMOZENCTBYIOLWMX WMHPOPMALMOHHBIX CUCTEM W NPOBEpka NOAJSIMHHOCTU
nonb3oBaTenen n LenocTHOCTU NepeaaBaemMblX AaHHbIX;

obecneyeHve npenoTBpaLLeHNsi BO3MOXHOCTM OTpuULaHMs nonb3oBaTenem akrta OTnpaBKu
nepcoHanbHbIX AaHHBIX APYroMy NMosib3oBaTento;

obecneyeHve npedoTBpaLLEHMS BO3MOXHOCTU OTpMUAHMA nonb3oBaTenem dakra nonyyeHus
nepcoHarnbHbIX AaHHbIX OT APYroro nonb3oBaTens.

2.10. OBbmeH nepcoHanbHbIMW AaHHLIMU NpyU KUX 06paboTke B MHAPOPMAaLMOHHBLIX CUCTEMaXx
OCYyLLEeCTBMSETCA NO KaHanmaMm CB#A3M, 3awuta KOTopbix obecneymBaeTcd nyTtem peanusauuun
COOTBETCTBYIOLLUX OPraHN3aLMOHHbLIX Mep 1 (Mnn) MPUMEHEHNS TEXHUYECKNX CPEaCTB.

2.11. NogkntoyeHne NHHOPMALMOHHON CUCTEMbI K MHOPMALIMOHHOW CMCTeME APYroro Knacca unm
K MHOPMALMOHHO-TENEKOMMYHUKALNOHHOW CeTU MeXAyHapogHOro MHGOopmMauuoHHoro obmeHa (cetu
CBSA3M 06LLEro Nonb30BaHMsA) OCYLLECTBIISAETCS C UCMONb30BAHNEM MEXCETEBBIX 9KPAHOB.

2.12. TlporpammHoe obecnevyeHne cpeacTB 3aWwuTbl  WHoOpMauuM, NPUMEHSIEMbIX B
WHOPMALMOHHBIX cucTemax 1 Knacca, NPOXOAMT KOHTPOSib OTCYTCTBMS HeOeKnapupoBaHHbIX
BO3MOXHOCTEN.

HeobxooumocTe nNpoBedeHust KOHTPOMsi OTCYTCTBUS  HEOEKTapupPOBaHHbIX  BO3MOXHOCTEN
nporpaMmHoro obecneyeHusi CPeacTB 3alWTbl MHPOPMAaLMK, MNPUMEHSAEMbIX B WHEOPMALMOHHBLIX
cuctemax 2 n 3 knaccos, onpeaenseTcs onepaTtopom (YynorTHOMOYEHHbLIM NTULIOM).

2.13. B 3aBucumocTn OT o0cobeHHocTen o06paboTku MepcoHanbHbIX OaHHbIX W CTPYKTYpbI
WH(OPMALMOHHBIX CUCTEM MOryT paspabaTbiBaTbCAd WM NPUMEHATbCA Apyrve MeTodbl  3awuThbl
WHdOpMaUMM OT  HeCaHKUMOHUPOBAHHOIO AocTyna, obecneyvBalowme HewTpanusauuio  yrpos
Be3onacHoOCTV nepcoHarnbHbIX AaHHbIX.

[ll. MeToapl 1 cnocobbl 3aLWuUThl MHOPMaLUK
OT YTEYKM MO TEXHUYECKUM KaHanam

3.1. 3awuTa pedeBon MHOpMaUUM U MHOPMaLUK, NPEACTaBNEHHON B BMAE WH(OPMATMBHbBIX
3NEKTPUYECKUX CUrHaNoB N U3NYECKUX Morein, OCYLLEeCTBRSETCA B criyyasx, korga npu onpeaeneHuu
yrpo3 6e30MacHOCTW MepCOoHaNbHbIX AaHHbIX U (POPMUPOBAHUU MOAENW Yrpo3 MPUMEHUTENBHO K
WH(POPMALIMOHHON CUCTEME  ABMAIOTCH  aKTyarbHbIMW  Yrpo3bl  YTEYKUM aKyCTMYEeCKOW peyeBou
WHopmMaunn, yrposbl YTEYKM BUAOBOW MHAOPMALMM W Yrposbl yTEYKUM WHGoOpMauum Mo KaHanam
NOOOYHBLIX JNEKTPOMArHUTHbIX W3My4eHWN W HaBOAOK, OMNpederieHHble Ha OCHOBE MEeTOOUYECKNX
OOKYMEHTOB, YTBEPXOEHHbIX B COOTBETCTBUM C NYHKTOM 2 [locTaHoBneHus Npasutensctea Poccuimnckon
depepaumm ot 17 HosGpsa 2007 r. N 781.

3.2. [na VCKMIOYEHUs] YTEYKM MePCOHarnbHbIX AAHHbIX 33 CYET MOOOYHbIX 3MNEKTPOMAarHUTHBIX
N3nyyeHn N HaBoaoK B MHPOPMALMOHHbBIX cMcTeMax 1 Knacca MoryT NpUMMEHATLCS crieayoLime MeToabl
1 cnocoObl 3aWwmThl MHOPMaLMK:

NCNONb30BaHNE TEXHNYECKUX CPEACTB B 3aLLULLEHHOM UCNONHEHUN;

MUCNonb3oBaHWe CPeacTs 3aliuTbl UHOpMauuW, Mpowewmx B YCTaHOBMEHHOM nopsake
npoLieaypy OLLEHKN COOTBETCTBUS;

pa3MelleHne 06 bEKTOB 3aLUMTbI B COOTBETCTBUN C MpeanncaHmem Ha aKcnryaTaumio;

pasMeLleHMe MOHWKAaKLWMX TPaHCOPMAaTOPHbIX MOACTAHUMIA  3NEKTPONMTaHUA U KOHTYpPOB
3a3eMreHns TEXHUYECKNX CPEACTB B Npedenax OXpaHaeMomn Tepputopuu;

obecneyeHve pasBA3KM Lenen INEKTPONUTaHMs TEXHWYECKMX CPEACTB C MOMOLLbH 3alMTHbIX
GUnbTPOB, BIIOKNPYIOLWNX (MOAABNSAIOWMX) MHOOPMATUBHBIN CUTHAIT,

obecneyeHne INEKTPOMArHUTHOM pas3BA3KM MeXOy JUMHWAMMKM CBA3M W OPYTUMKW  Lensmu
BCMOMOraTerbHbIX TEXHUYECKUX CPEACTB U CUCTEM, BbIXOOALWMMU 3a Npeaenbl OXpaHIeMon TeppuTopuu,
N UHPOPMALIMOHHBLIMM LiensaMK, N0 KOTOPbIM LIMPKYNUpyeT 3aluiiaemas nHdopmams.

3.3. B uHdopmauuoHHbIX cuctemax 2 knacca gns obpaboTku mHpOpMaLMM UCNONb3yTCH
CpeacTBa BbIMUCIMTENBHOW TEXHUKW, yOOBMETBOpSALWME TpeboBaHMAM HaUMOHanNbHbLIX CTaHOAAPTOB MO
SMNEeKTPOMarHMTHON COBMECTUMOCTU, No 6e30nNacHOCTM U 3ProHOMUYECKUM TpeboBaHWSAM K cpeacTBam



oTobpaxeHns uWHgopMauun, N0 CaHWTapHbIM HOpMaM, MpeabsBNAEeMbIM K BUOEOAMCNIIENHBIM
TepMUHanam CpeacTB BblMUCIIUTENBbHON TEXHUKU.

3.4. MMpn NpMMeHeHUN B MHPOPMALIMOHHBIX cucTemax (OyHKUMM FONOCOBOro BBOAA NMEPCOHANbHbIX
AaHHbIX B MHOPMAaLMOHHYK CUCTEMY UNMN (PyHKUUM BOCMNpPOU3BeAEeHUs UHOPMaLUM aKyCTUHECKUMMU
cpenctBaMy MHOPMaLMOHHBIX CUCTEM ANs MHpOpMaLVOHHONM cucteMel 1 Knacca peanusyTcst MeToabl
1 cnocoBbl 3aLMTbl aKyCTUHECKOW (peyeBon) MHopMaunn.

MeToabl 1 cnocobbl 3aLmUTbl akyCTU4ECKON (peyeBoi) MHopMaLUK 3akmioyaTca B peanusaumm
OPraHN3auMoHHBIX N TEXHUYECKMX Mep And obecneyvyeHus 3BYKOU3OMAUUW OrpaxaaroLlmx KOHCTPYKLMIA
noMeLleHnn, B KOTOPbIX pacnofioxeHa WHMOPMaUMOHHAA CUCTeMa, WX CUCTEM BEHTUNSALUU U
KOHOMUMOHMPOBAaHWS, HE MO3BOMSAOLWEN BECTU NPOCHyLUMBaHWE aKyCTUYeCKon (peyesoin) nHdopMaunu
npu rorfioCOBOM BBOAE MEPCOHarnbHbIX AaHHbIX B MH(OPMaUMOHHOW CUCTEME WM BOCMPOU3BEAEHMU
WHOPMaLMM aKyCTUYECKMMU CpeacTBaMu.

BennuunHa 3BykoM3onsauMm onpegensercsi onepatopoM UCXOOA N3 XapaKTEPUCTUK MOMELLEHUS], ero
pacnonoxeHnst u ocobeHHocTern 06paboTkM NepCcoHarnbHbIX AAaHHbIX B MH(pOPMaLWOHHOWM CUCTEME.

3.5. PasmelleHne yCTPONCTB BbiIBOAA WHMOPMaUMM CPeacTB BbIYUCIUTENBHON TEXHUKM,
VMHGOPMALIMOHHO-BLIYUCIIUTENBHBIX KOMMIIEKCOB, TEXHUYECKUX CpeacTB obpaboTku rpaduyeckon, Buaeo-
1 OYKBEHHO-LMPPOBOW MHOPMaLUN, BXOOALWMX B COCTaB MHAOPMALMOHHON CUCTEMBI, B MOMELLEHMUSIX,
B KOTOPbIX OHW YCTAHOBIEHbI, OCYLLECTBNAETCS TakuM obpa3om, 4Tobbl Obina NcKMYeHa BO3MOXHOCTb
NpoCMOTpa MOCTOPOHHUMW NMLAMU TEKCTOBOW M rpaduyecko BMAOBOW WHOpMauun, coaepxaiien
nepcoHanbHble AaHHbIE.

MpunoxeHue

K MNonoxeHuio

0 MeTodax 1 cnocobax 3alunThbl
MHdopMaLnn B MHPOPMaLIMOHHBIX
cucTemMax NnepcoHanbHbIX aHHbIX

METOAbI 1 CMOCOBbI SALLUTBI NHPOPMALINA
OT HECAHKUMOHNPOBAHHOI O JOCTYTIA B SBABUCUMOCTW OT KITACCA
NH®OPMALIMOHHOWM CUCTEMbI

1. Metogbl M cnocobbl 3awuTbl WHPOPMAaLUMM OT HECaHKLUOHMPOBAHHOIO JocTyna Ans
obecneyeHnss 6e30MacHOCTM MNepcoHarnbHbIX AaHHbIX B WMHEOPMALMOHHBLIX cucTemax 4 kracca U
LenecoobpasHoOCTb X NPUMEHEHUS ONPEAENAOTCS onepaTopoM (YNOMHOMOYEHHbBIM FTMLOM).

2. Metogbl u cnocobbl  3aWMThl  MHOpMauUUM OT  HECAHKLMOHWPOBAHHOIO  JOCTyna,
obecneunBaLLme QYHKLMN yNpaBneHnst 4OCTYNoOM, perncTpauum n ydeta, obecneyeHms LenocTHOCTU 1
©e3onacHoOro MexceTeBoro B3anMoAencTBMSA AN MHPOPMaLMOHHBIX cucTeM 3 knacca.

2.1. Ona nHMOpPMaLMOHHBIX cucTeM 3 Knacca npu OAHOMONb30BaTENbCKOM pexume obpaboTku
nepcoHanbHbIX AaHHbIX MPUMEHSAIOTCH CrieaytoLlme OCHOBHbIE MeTOAbI U cnocobbl 3aLmTel MHopMaLuuw:

a) ynpaBneHue 4OoCTYyNoMm:

naeHTudmrKauma n npoeepka NOASIMHHOCTU NOMb30BaTens npu BXo4e B cMCTeMY MHpOpPMaLVOHHON
CUCTEMbI MO MapOsIl0 YCMOBHO-MOCTOSAHHOIO AEWCTBUS ANVMHOW HEe MeHee wecTn ByKBEeHHO-LUMMpPOBbIX
CUMBOIIOB;

6) perucrtpauus u yyer:

pervcTpaums Bxofa (Bbixoda) Nonb3oBaTens B cuctemy (M3 cuctembl) NMOO perncTpaums 3arpy3ku
W MHMLManuM3auumm onepaumoHHON CUCTEMbl U ee MPOorpaMMHOro octaHoBa. PerucTpauusa Bbixoga u3
CUCTEMBbI UMW OCTaHOBa He MPOBOAUTCA B MOMEHTbI annapaTypHOro OTKMYEeHUS UHAOPMaLVNOHHOWN
cuctembl. B napameTtpax peructpaumm ykasblBaloTCA AaTa M Bpems Bxoda (Bblxoda) nornb3oBaTens B
cuctemy (M3 cMcTeMbl) UNn 3arpyskm (OCTaHOBa) CUCTEMBI;

yyeT BCEX 3aluliaemMblXx HocuTenem uHdopmauuv C MOMOLLBK MX MapKMpPOBKM U 3aHeceHune
YYETHbIX JaHHbIX B XXypHan y4eTa;

B) obecneveHne LenocTHOCTH:

obecneyeHne LENOCTHOCTU MPOrpaMMHbIX CPEACTB CUCTEMbI 3alyTbl NMEPCOHANbHbIX AaHHbIX,
obpabaTbiBaeMolr MHGOPMaLMKN, a Takke HEUM3MEHHOCTb NMporpamMHoON cpeabl. [1pu 3TOM LENOCTHOCTb
NporpamMmHbIX CpPedcTB MPOBEPSETCS MNpu 3arpy3ke CUCTEMbl MO HanNMyuno MMeH (naeHTudukaTtopos)
KOMMOHEHTOB CUCTEMbI 3alUMTbl NEepCOoHamnbHbIX [OaHHbIX, LENOCTHOCTb MpPOrpaMMHON  cpedbl
obecneynBaeTcs OTCYTCTBUEM B MHADOPMALIMOHHON CUCTEME CPEACTB pa3paboTku U oTNagkM Nporpamm;

dusnyeckaas oxpaHa WHMPOPMALMOHHON CUCTEMbl (TEXHUYECKMX CPeacTB U HocuTenewn
uHdopmaumm), npegycmaTpusalowas KOHTPOMb AOCTyna B MNOMELLEHUS WHEPOPMALMOHHON CUCTEMBI



MOCTOPOHHMX ML, HanuyMe HaAeXHbIX MPensaTCTBMN ANA HEeCaHKLMOHMPOBAHHOrO MPOHWKHOBEHWUS B
nomeLLeHnst MHpOPMaLMOHHOM CUCTEMBI N XpaHUuLLLE HOCUTENEN MHpopMaumu;

nepuognyeckoe TeCTUpoBaHUE PYHKUMIA CUCTEMBI 3aLLMTBI MEPCOHAaNbHbIX AaHHbBIX NPYU U3MEHEHUN
nporpaMmHoON cpefbl U Monb3oBaTenen MHGOPMAaLNOHHOW CUCTEMbI C MOMOLLbIO TECT-MPorpamm,
UMUTUPYIOLLMX MOMbITKA HECAHKLMOHMPOBAHHOIO JOCTYNa;

HannuMe  cpencTs BOCCTaHOBMEHUS CUCTEMBbI 3aWunThI nepcoHanbHbIX  AaHHbIX,
npegycmaTpuBaloLLnX BeAEHNe OBYX KOMUIM NPOrpamMmMHbIX KOMMNOHEHTOB CPEACTB 3alumThl MHOpMaLmm,
MXx nepmnogundeckoe oGHOBMEHME N KOHTPOSb paboTocnocobHOCTMH.

2.2. Ana nHhopMaLMOHHbIX cucTeM 3 Krnacca npyv MHOrononb30BaTeNbCKOM pexume obpaboTku
nepcoHanbHbIX AaHHbIX W paBHbIX NpaBax AoCTyna K HMM Nonb3oBaTenen NpUMEHSIOTCS cnegyoLwmne
OCHOBHbI€ MeTOAbl U CNOCOObI 3aLLMTbl MHOPMaLMK:

a) ynpasrneHue JOCTynoMm:

naeHtTudmkaumMa 1 npoBepka MNOANWHHOCTM MOMb30oBaTens npuW BXO4e B CUCTEMY O
naoeHtTudumkatopy (kogy) W Maposilo  YCIOBHO-MOCTOSHHOIO AENCTBMS [ONIMHOW HE MEHee LWecTu
OykBEHHO-LMPOBBLIX CUMBOIOB;

0) perncTpauus u yyer:

pervcTpaums Bxofa (Bbixoda) Nonb3oBaTens B cuctemy (M3 cuctembl) NMbo perncTpaums 3arpy3ku
U MHUUManu3aumm onepaumoHHOW CUCTEMblI U ee MPOrpaMMHOro ocTaHoBa. Pervctpauusi Bbixoga u3
CUCTEMbI UMM OCTaHOBA He MPOBOAMTCA B MOMEHTbI annapaTtypHOro OTKIYEHUS MHOPMAaLMOHHON
cuctembl. B napameTtpax perucrtpauumn ykasbiBaloTCs gaTa M BpeMsi Bxoda (Bblxoda) monb3oBaTtens B
cucTemy (M3 CMCTEMBI) UMK 3arpy3ku (OCTaHOBA) CUCTEMbI, pe3yrnbTaT NonbITKM Bxoda (ycrnewiHas vnm
HeycnewHas);

yyeT BCEX 3awmuiaemMblx HocuTenen uHdopmauum C MOMOLBI MX MapKUPOBKM U 3aHeceHue
YYETHbIX AaHHbIX B XXypHan y4eTa;

B) obecrneyveHne LenoCTHOCTH:

obecneyeHne LENOCTHOCTU MPOrpaMMHbIX CPEACTB CUCTEMbI 3alUMTbl NMEPCOHANbHbIX AAHHbIX,
obpabaTbiBaemon MHoOpMaLmKn, a Takke HEM3MEHHOCTb MporpaMMHON cpeapl. [pyn 3TOM LenocTHOCTb
NporpaMmHbIX CpeAcTB MPOBEPSETCS MpU 3arpy3ke CUCTEMbl MO HanMMyul MMeH (naeHTudmkaTtopos)
KOMMOHEHTOB CUCTEMbI 3aluTbl MEPCOHarbHbIX [OaHHbIX, a@ LUEeNoCTHOCTb MNpPOrpamMmHON cpeabl
obecneynBaeTcsa OTCYTCTBMEM B UH(MOPMALMOHHOW CMCTEME CPeACTB pa3paboTku U OTRnagku nporpamm
BO BpemMsi 06paboTkM 1 (Mnn) XpaHeHus 3auaemMon nHpopmMauum;

dumsmyeckas oxpaHa WHPOPMALUMOHHOW CUCTEMbI (YCTPOMCTB W HOcUTEnen wuHdopmaumn),
npegycmaTtpuBaloLlasi KOHTPOrb AOCTyNa B NOMeLLeHNss UH(POPMaLMOHHOW CUCTEMbI MOCTOPOHHMX WL,
HanuuMe HageXHbIX MpPenaTtcTBMA AN HECAHKUMOHUPOBAHHOIO MPOHUKHOBEHUST B MOMELLEHUsI
WH(OPMaLIMOHHON CUCTEMBI U XpaHUIuLLe HocuTenen nHpopmMaumm,;

nepuoanyeckoe TECTUpOBaHUE (OYHKUMIA CUCTEMBI 3aLLUTBI MEPCOHAaNbHbLIX AAHHbLIX NPYU U3MEHEHUN
nporpaMmHoli cpefbl U Monb3oBaTenen MHGPOPMALNOHHOW CUCTEMbI C MOMOLLbIO TECT-MPOorpamm,
UMUTUPYIOLLMX MOMNbITKA HECAHKLMOHMPOBAHHOIO JOCTYNa;

HanuuMe  cpeacTs BOCCTaHOBMEHUS CUCTEMBI 3aLnThI nepcoHasnbHbIX  AaHHbIX,
npegycmaTpuBaoLLnX BeAEHNE OBYX KOMUI NPOrpamMmMHbIX KOMMOHEHTOB CPEACTB 3alUMThl MHGOPMaLmK,
nx nepuognyeckoe obHOBIEHME U KOHTPOIb paboTocnocoBGHOCTY.

2.3. Ana nHMOPMaLMOHHBLIX cucTem 3 Kracca npu MHOrornonb30BaTenbCKOM pexunme obpaboTkm
nepcoHanbHbIX AaHHbIX M pa3HbiX MpaBax AOCTyna K HUM MNonb3oBaTenen NPUMEHSAIOTCS cnegyoLwme
OCHOBHble MeToAbl U cnocobbl 3awuTbl HOPMAaLNK:

a) ynpaBneHue 4OoCTYyNoMm:

naeHTudmrkaums M npoBepka MOAMMHHOCTM MONb30BaTENs MNpyM BXOAE B CUCTEMY MO Maposnio
YCINOBHO-MOCTOSAHHOIO AEWCTBUS ANMHHOW HE MeHee LeCTN BYKBEHHO-LMMPOBLIX CUMBOJIOB;

6) perucrtpauus u yyer:

pervcTpaums Bxofa (Bbixoda) Nonb3oBaTens B cuctemy (M3 cuctembl) NMOO perncTpaums 3arpy3ku
W MHULManu3aummM ornepaumoHHON CUCTEMBbI U ee MPOrpaMMHOro OocTaHoBa. Perncrtpauus Bbixoga M3
CUCTEMbI WM OCTaHOBAa He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKIYEHUS MHEOPMAaLMOHHOM
cuctembl. B napameTpax perucrtpauumn ykasbiBatoTCsl faTa M BpeMsi Bxoda (Bbixoda) Monb3oBaTtens B
cucTemy (M3 CMCTEMbI) UMK 3arpy3kn (OCTaHOBA) CUCTEMBI, pe3yrnbTaTt MoMbITKM BXO4a (ycneliHas umm
HeycnewHas), maeHTudukaTop (ko4 unm damunusa) nonb3oBaTens, NPeAbsABMEHHbIN MpPU MOMbITKE
[ocTyna;

yyeT BCEX 3aluuiaemblx HocuTernem uHdopmauuv C MOMOLLBI MX MapKUPOBKUM U 3aHeceHue
YYETHbIX JaHHbIX B XXypHan yvyeTa ¢ 0TMETKOM 00 nx Bblgade (npueme);

B) obecneveHne LenoCTHOCTU:

obecneyeHne LENOCTHOCTU MPOrpaMMHbLIX CPEACTB CUCTEMbI 3almTbl NEPCOHAarnbHbIX AaHHbIX,
obpabaTbiBaemMon MHOPMaLMK, a Takke HEU3MEHHOCTb MporpaMMHON cpedpl. [pyn 3TOM LenocTHOCTb
NpOrpamMmHbIX CPEeACTB MPOBEPSETCH MPU 3arpy3ke CUCTEMbl MO KOHTPOSbHbIM CyMMam KOMMOHEHTOB
CpeacTB 3awuTbl MHOPMaL MK, a LeNOCTHOCTb NPOrpamMmMHON cpefbl obecneynBaeTcs NCNoMb30BaHNEM



TPaHCNSATOPOB C S3bIKOB BbLICOKOMO YPOBHS M OTCYTCTBMEM CpPEACTB Moaudukauum obbeKkTHOro koaa
nporpaMm B npouecce 00paboTku 1 (Mnn) XxpaHeHns 3almaeMon MHopmaLmm;

dusnyeckass oxpaHa WHGPOPMALMOHHOM cuCTeMbl (YCTPOMCTB W HocuTenen uHdopmaumm),
npegycmaTtpuBaloLlasi KOHTPOSb AOCTyna B NMOMeLLeHUst MHPOPMAaLMOHHOW CUCTEMbI MOCTOPOHHMX FWL,
HanMyne HaAeXHbIX MNPenaTCTBUA AN HECAHKUMOHMPOBAHHOINO MPOHMKHOBEHMS B MOMELLEHNS
MHOPMALIMOHHON CUCTEMbI U XpaHUIULLE HocuTenen nidopmauunu;

nepuoanyeckoe TeCTUpoBaHne (PyHKLMIA CUCTEMBI 3aLLUTBI NEPCOHANbHbIX AaHHbLIX NPU N3MEHEHU
nporpaMmMHoON cpefbl M nonb3oBaTenen MHPOPMALMOHHOW CUCTEMbI C MOMOLLBID TEeCT-Nporpamm,
UMUTUPYIOLLMX NOMbITKA HECAHKLMOHUPOBAHHOMO AOCTYNA;

Hanuune  cpeacTs BOCCTaHOBMEHMS CUCTEMBI 3aWwuTbl NnepcoHanbHbIX  AaHHbIX,
npegycMaTpuBaioLLnX BeAeHE ABYX KOMUIA NPOrpaMMHbIX KOMMOHEHT CPeACTB 3aLuThl MHGOpMaLUK, ux
nepunognyeckoe o6HOBNEHNE U KOHTPOIb PaboTOCNOCOBHOCTH.

2.4. be3onacHoe MexceTeBoe B3aMModencTesne Ans MHPOPMaUMOHHBLIX cucTtemM 3 Knacca npu ux
NOAKITIOYEHUN K CETAM MEXOYHapOAHOro MHAOPMaLMOHHOro obmeHa, a Takke Anis pacnpegeneHHbIX
WHOPMALMOHHBIX cucTem 3 Kracca npu KX pasgeneHnM Ha MNOoACUCTEMbl OOCTUraeTcs nyTem
NPYMEHEHNS CPEACTB MEXCETEBOIO 3KPaHMPOBaHUA (MEXCETEBbIX 3KPaHOB), KOTOpble obecneynBatoT:

dunbTpaumio Ha CETEBOM YpPOBHE [Ansl KaX4oro CETEBOro MakeTa He3aBWCMMO (pelleHne o
puNbTpauMm NPUHUMAETCA Ha OCHOBE CETEBbIX agpPeCcoB OTNPaBMTENs U MorlydaTens UM Ha OCHOBE
APYruXx SKBMBaNeHTHbIX aTpnbyToB.);

noeHTUMKaUnIo n ayTeHTumkaumio agMMHUCTpaTopa MEXCETEBOro aKpaHa Npu ero nokarbHbIX
3anpocax Ha JoCTyn no naeHTudukaTopy (Kogy) v Naporo YCroBHO-NOCTOSIHHOrO AEUCTBUS;

perncTpaumio Bxoda (Bbixofa) agMMHMCTpaToOpa MEXCETEBOro 3kpaHa B cUCTEMY (M3 CUCTEMBI)
nnbo 3arpy3km M UHULManNu3aumm CUCTEMbl U ee MPOrpaMMHOro OCTaHoBa (perucrpauus Bbixoda U3
CUCTEMbI HE NMPOBOANTCS B MOMEHTbI annapaTypHOro OTKIMOYEHMS MEXCETEBOIO aKpaHa);

KOHTPOIb LIeNIOCTHOCTM CBOEW NPOrpaMMHON 1 MHPOPMAaLMOHHOW YacTw;

dunbTpaumio nakeToB CryXebHbIX NPOTOKOMOB, ChyXawux Ans AMarHOCTMKM W ynpaBrieHus
paboTown ceTeBbIX YCTPOWCTB;

BOCCTa@HOBIIEHNE CBOWCTB MEXCETEBOrO 3KkpaHa nocrne cboes 1 0TkazoB 060pya0BaHUS;

pernaMeHTHOe TeCTMpOBaHWe peanusauuu npaswun dunbTpauuu, npouecca uaeHTudukauum wm
ayTeHTMdVKauMM  agMUHUCTPAToOpa MEXCEeTeBOro 9kpaHa, Mnpouecca perucrtpauum  OencTBui
agMUHUCTpaTopa MEXCEeTEeBOro 3KpaHa, npouecca KOHTPONs 3a LEeNOCTHOCTbH NPOrpamMHON U
WHOPMaLIMOHHON YacTn, NpoLeaypbl BOCCTAHOBMEHWS.

MexceTeBble 3KpaHbl, KOTOpble 0OECneYMBalOT BbIMOMIHEHUE YKa3aHHbIX BblWe YHKLUNNA,
NPUMEHSAOTCA B pacnpeaeneHHbiX MHPOPMALMOHHbBIX cuctemax 2 n 1 KnaccoB nNpu ux pasgeneHvum Ha
OTAerNbHbIE YacTu.

Mpun pasgeneHnn MHAPOPMALMOHHON CUCTEMBI MPU MOMOLLU MEXCETEBbLIX 3KPAHOB HA OTAEMNbHbIE
YacTu CUCTEMbI AN YKa3aHHbIX YacTel CUCTEMbI MOXET yCTaHaBnMBaTbCA Oonee HU3KMIM Knacc, Yem ans
VMHOPMALIMOHHOW CUCTEMbI B LLETIOM.

3. MeTogbl w cnocobbl 3awmMTbl  UHGOPMAUMM OT HECAHKLMOHMPOBAHHOIO  O0CTyna,
obecneunBaLLme QYHKLMN yNpaBneHnst 4OCTYNoOM, perncTpauum n ydeta, obecneyeHms LenocTHOCTU 1
©e3onacHOro MexceTeBoro B3anMoAencTBmSA 4518 MHOPMALMOHHBLIX CUCTEM 2 Kracca.

3.1. Ong vHdOpMaLMOHHBLIX CMCTEM 2 Krnacca Mpu OOHOMONb30BATENbCKOM pexume obpaboTku
nepcoHarnbHbIX MPUMEHSAITCA BCE MeToAbl U CNOCOObI 3awuTbl MHpOpMaLMM OT HECAHKLMOHMPOBAHHOIO
AOCTyna, COOTBETCTBYHWOLME WHPOPMALMOHHBIM cucTeMam 3 Krnacca Mpu OZHOMOMb30BaTENbCKOM
pexume obpaboTku.

3.2. na MHOPMAaUUOHHBIX CUCTEM 2 Krnacca NMpu MHOrOMONb30BaTENbCKOM pexuMe obpaboTku
nepcoHarnbHbIX AaHHbIX U PaBHbIX MpaBax AOCTYyMa K HUM MOMb30BaTeNen NPMMEHATCA BCe METOAbI U
cnocobbl  3aWMTbl  MHAOPMAaUMM  OT  HECaAHKUMOHMPOBAHHOTO  OOCTyMa,  COOTBETCTBYyHOLLME
WHOPMALMOHHBIM  cucTeMaM 3 Krnacca Mpu MHOronosib3oBaTeNbCKOM — pexume  obpaboTku
nepcoHarnbHbIX AaHHbIX U PaBHbIX MpaBax 4OCTYyNa K HUM MoSib3oBaTenen.

3.3. na MHOPMaUMNOHHBIX CUCTEM 2 Krnacca MpU MHOroMosib30BaTeNbCKOM pexnMme obpaboTku
nepcoHarnbHbIX OaHHbIX U pa3HbIX NMpaBax OOCTyMna K HUM Mosb3oBaTernen peannsyoTcs Bce MeTOAbl U
cnocobbl  3aWmMTbl  MHGOPMAaUMM  OT  HECaHKUMOHWPOBAHHOrO  OOCTyna, COOTBETCTBYHOLLME
WHOPMAUMOHHBIM ~ cucTeMam 3 Krnacca Mpu  MHOronosfb3oBaTenbCkOM  pexume obpaboTkm
nepcoHarnbHbIX AaHHbIX U pasHbIX NpaBax 4OCTyNa K HAM Nonb3oBaTenen.

3.4. be3onacHoe mexceTeBoe B3auMoaencTeme Ans MHAPOPMaLMOHHBIX CUCTEM 2 Knacca npu ux
NOAKITIOYEHUN K CETAM MEeXOyHapoAHOro MHopmauuoHHoro obmeHa AocTuraeTcsl nyteM NpyMMEHeHUs
CpencTB MeXCeTeBOro 9KpaHMpoBaHWs, KOTopble 0becnevmBatoT:

duNbTpaLmMIo Ha CETEeBOM YPOBHE HE3aBUCMMO [ KaXAoro CeTeBOro naketa (peweHve o
dunbTpaumMmM NpUHUMaeTCa Ha OCHOBE CeTEBbIX aApecoB OTMpaBUTENs M nonydyatens unvM Ha OCHoBe
OpYrnx aKBMBaNeHTHbIX aTpnbyToB);

unbTpaLmMilo NakeToB CryKebHbIX NPOTOKOMOB, CRYXalUX ANA AMArHoCTUMKM U yrnpaBreHus
paboToi ceTeBbIX YCTPOWCTB;



unbTpaLmio C y4eToM BXOAHOIO WM BbLIXOOHOMO CETEBOro MHTepdenca Kak cpeicTBa NpPOBEPKU
NOAMNVHHOCTY CETEBbIX agpecos;

bunbTpaLmio C y4eTOM NOObIX 3HAYUMBIX MOSIEN CETEBbLIX MNAKETOB;

peructpaumio n yy4et UNbTpyeMbiX NakeToB (B napaMeTpbl peructpaumm BKIHOYalOTCH agpec,
BpeMs 1 pesynbTaT hunbTpauun);

naeHTumrKaumio 1 ayTeHTMdrKaumio agMMHUCTPaTopa MEXCETEBOrO 3KpaHa Mpu ero fnokarnbHbIX
3anpocax Ha JOCTyn no naeHTudukaTopy (Kkogy) v Naporto YCroBHO-NOCTOSIHHOrO AEUCTBUS;

perncTpaumio Bxoda (Bbixofa) agMMHUCTpaTopa MEXCETEBOro 3KkpaHa B cuctemy (M3 CUCTEMBI)
nnbo 3arpyskM M uHMUManusaumMm CUCTEMbl U ee MPOrpaMMHOro OCTaHoBa (perucrpauust Bbixoga w3
CUCTEMbI HE NPOBOAUTCA B MOMEHTbI annapaTypHOro OTKIMIOYEHMS MEXCETEBOI0O 3KpaHa);

perncTpaumio 3anycka nporpaMm u npoLeccoB (3agaHuin, 3agadv);

KOHTPOIb LLIENOCTHOCTU CBOEW MPOrpaMMHON U MHPOPMALIMOHHOM YacTy;

BOCCTa@HOBIIEHNE CBOWCTB MEXCETEBOrO 3KpaHa nocne cboes 1 0TkazoB 060pya0BaHUS;

pernaMeHTHoe TeCcTUpOBaHWe peanu3aumyM npasun  dunbTpaumM, npouecca peruncrpaumu,
npouecca uaeHTUdMKaumMm u ayTeHTMdMKauum agMuMHUCTpaTopa MEXCEeTEeBOro 3KpaHa, npouecca
pervctpaummM OevcTBUA agMUHUCTpATOpa MEXCETEBOrO 3KpaHa, NpoLecca KOHTPOMNs 3a LIeNTOCTHOCTbLIO
NporpamMmHoOn 1 MHPOPMALIMOHHOM YacTu, NpoLeaypbl BOCCTAHOBIIEHNS.

4. Metogbl M cnocobbl  3aWMThl  MHOpMaUMM  OT  HECAHKLMOHMPOBAHHOIO  [OCTyna,
obecneunBaoLLme PYHKLMN yNpaBrneHns AOCTYNoM, perncTpauum n yyeta, obecneyeHms LenocTHOCTU 1
Be3onacHOro MexceTeBoro B3auMoOAenNCcTBMSA AN MHopMaLmnoHHbIX cuctem 1 knacca.

4.1. Ona nHdOpMaUMOHHBIX cuctemM 1 knacca npu OAHOMONb30BaTENbCKOM pexume obpaboTku
nepcoHanbHbIX AaHHbIX MPUMEHSIOTCH CrieayoLlmne OCHOBHbIE MeTOAbI U cnocobbl 3aLmTel MHopMauum:

a) ynpasreHue JOCTYNoM:

naeHtTudmrKkaumMa 1M npoBepka MOAMMHHOCTM MONb30OBaTENsA MNpUM BXOA4E B CUCTEMY MO Maporio
YCNOBHO-MOCTOSAHHOIO AEWCTBUS ANTMHOW HEe MeHee LWecTu ByKBEHHO-LUMEPOBbLIX CUMBOOB;

0) perncTpauus u yyer:

pervcTpaums Bxofa (Bbixoda) Nonb3oBaTens B cuctemy (M3 cuctembl) NMOo perncTpaums 3arpy3ku
U MHUUManu3aummM onepauuoHHONW CUCTEMblI M ee MpPOrpaMMHOro octaHoBa. Peructpauus Bbixoga u3
CUCTEMbI MMM OCTaHOBa He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKMYEHUS MHGOPMAaLMOHHON
cuctembl. B napameTtpax perucrtpauumn ykasbiBaloTCs gaTa M BpeMs Bxoda (Bbixoda) Monb3oBaTtens B
cUcTemy (M3 CMCTEMbI) UMK 3arpy3ku (OCTaHOBA) CUCTEMbI, pe3ynbTaT NonbITKU BxoAda (ycnewHas wunm
HeycnewHas);

peructpaums Bbldaum nevaTHbIX (rpaduyeckMx) AOKYMEHTOB Ha OyMaxHbii HocuTenb. B
napameTpax perncrpauun ykasbiBaloTCsa gaTa v Bpems Bblgadn (obpalleHus K nogcucreme BbiBoAa),
KpaTkoe coaepxaHve [AOKyMeHTa (HaumeHoBaHve, Bug, ko), crneuudukaums ycTporMcTBa Bblgauu
(nornyeckoe nmsa (Homep) BHELLIHEro yCTPOMCTBA);

yyeT BCEX 3aluLiaemblx HocuTenemn uHdopmaumv C MOMOLLBI MX MapKUPOBKM U 3aHeceHue
YYETHbIX JaHHbIX B XXypHan y4eTa;

ayonupyowun yyeT 3alimiaemblx HocuTenen nHoopmauuu;

ounctka (obHyneHue, obe3anuuumBaHue) ocBOOOXOAEMbIX oObOnacTer onepaTVBHOW NaMATU
MHOPMALIMOHHON CUCTEMbI M BHELUHUX HOCUTENEn nHopmaumm;

B) obecneyveHme LenoCcTHOCTH:

obecneyeHve LENOCTHOCTU MPOrpaMMHbLIX CPEeACTB CUCTEMbl 3almTbl NEPCOHAanbHbIX AaHHbIX,
obpabaTbiBaemon MHOpMaLmMK, a Takke HEM3MEHHOCTb MPOrpaMMHON cpedpl. [pyn 3TOM LEenocTHOCTb
NporpaMmHbIX CpedcTB MPOBEpSeTCs Mpu 3arpy3ke CUCTEMbl MO HanMMynw MMeH (ngeHtudurkatopos)
KOMMOHEHTOB CPeACcTB 3awuTbl MHGOPMaUMKU, a LenoCTHOCTb MporpamMmmHoln cpefpl obecnedvvBaeTcs
OTCyTCTBMEM B MHCDOPMALMOHHON CUCTEME CPEACTB pa3paboTkun U oTNagk1 Nnporpamm;

dmamyeckas oxpaHa TEXHUYECKMX CPeACTB UH(OPMALMOHHBLIX CUCTEM (YCTPOWCTB M HOCUTENEN
nHdopmaumm), NnpegycMmaTpmBatoLLas MOCTOSTHHOE Hanu4yne oxpaHbl TEPPUTOPUM U 30aHUS;

nepuoanyeckoe TECTUpoOBaHUE OYHKLNUIA CUCTEMbI 3aLLUUTLI MEPCOHANbHbLIX AaHHbIX NPY N3MEHEHWM
nporpaMmHoli cpefbl U nonb3oBaTenen WMHGPOPMALMOHHOW CUCTEMbI C MOMOLLbIO TECT-NPOorpamm,
UMUTUPYIOLLMX MOMbITKA HECAHKLMOHMPOBAHHOIO JOCTYNa;

HanuuMe  cpeacTs BOCCTaHOBMEHUSA CUCTEMbI 3aWunThI nepcoHanbHbIX  AaHHbIX,
npegycmaTpuBaloLLnX BeAeHUe OBYX KOMUIM NPOrpamMmMHbIX KOMMOHEHTOB CPEACTB 3allmThl MHOpMaLmm,
nx nepuognyeckoe obHOBMNEHME U KOHTPONb paboTocnocobHoCTH.

4.2. Ana nHMOpPMaLMOHHbIX cucTtem 1 Kracca npu MHOrononb30BaTeNnbCKOM pexnme obpaboTkm
nepcoHanbHbIX AaHHbIX M paBHbIX NpaBax OOCTyMna K HUM MONb30oBaTenen MpUMEHSIIOTCA cnegyowme
OCHOBHble MeToAbl U cnocobbl 3awmUTbl HOPMaLNK:

a) ynpasreHue A4OoCTYynoMm:

naeHTUuKkaums 1 nposepka NOANMHHOCTM MOMb3oBaTens nNpu BXOAE B CUCTEMY NO
naeHtTudukatopy (kogy) W Maposio  YCrOBHO-MOCTOSAHHOIO AENCTBUA [OJSIMHOW HE MEHee LUECTU
OyKBEHHO-LIMPOBLIX CUMBOOB;



noeHTNnUKaUna TEXHNYECKUX CPeAcTB MHAOPMALMOHHBLIX CUCTEM U KaHaroB CBS3M, BHELLHUX
YCTPOWCTB MHPOPMAaLMOHHBIX CUCTEM MO UX NIOTMYECKMM agpecam (Homepam);

nageHTnmrkauua nporpaMmmM, TOMOB, KaTtanoros, pannos, 3anucen, Nonen sanucen N0 UMeHaw;

0) perucTpaums u yyer:

permctpaums Bxofa (Bbixoda) Nonb3oBaTens B cuctemy (M3 cuctembl) Nnbo perncTpaums 3arpy3ku
W MHMUManuM3aumm ornepaumoHHOW CUCTEMbl M ee MPorpaMMHOro octaHoBa. PerncTpauusa Bbixoga u3
CUCTEMbI UMM OCTaHOBa He MPOBOAMTCA B MOMEHTbI anmnapaTypHOro OTKMOYEHWUSs WHEMOPMALMOHHOM
cuctembl. B napameTpax permcrpauumn ykasbiBaloTCs gaTa M BpeMs Bxoda (Bblxoda) Monb3oBaTtens B
cucTemy (M3 CMCTEMbI) UMK 3arpy3ku (OCTaHOBA) CUCTEMbI, pe3ynbTaT NonbITKM BXxoda (ycrnelwiHas vunu
HeycrnewHas), ngeHtudukatop (kog unu damunus) nonb3oBaTens, MNpeabsBrEHHbIN NpU MNOMbITKE
poctyna;

peructpaums Bbldayun nevaTHbiX (rpaduyeckMx) AOKYMEHTOB Ha OyMaxHbii HocuTens. B
napameTpax perucrpauuu ykasbiBaloTCs daTa M Bpems Bbldaun (obpalleHus K nogcucreme BbiBoAa),
cneundurkauma ycTpoWCTBa BblgayM (rmormyeckoe wumsa (HOMep) BHELWHEero YCTPOWCTBA), KpaTkoe
cogepxaHue [OOKyMeHTa (HaumeHoBaHue, Bug, wudp, Koa), wuaeHTudukatop nonb3oBaTens,
3anpoCcuBLLErO JOKYMEHT;

pervcTpaums 3anycka (3aBepLueHunsl) NnporpaMMm M NPoLLECCOB (3adaHuii, 3agad), NpegHa3HavYeHHbIX
anst obpaboTkn nepcoHanbHbIX AaHHbIX. B napameTpax perncrtpauum ykasbiBalTCA gaTa UM Bpemsi
3anycka, ums (MaeHTudukaTop) nporpaMmmbl (Mpouecca, 3agaHusd), ugeHtudukaTop nornb3osaTens,
3anpocumBLUero nporpammy (npouecc, 3agaHue), pesynbTat 3anycka (yCneLHbl, HeyCneLHbIN);

permcTpaums nonbITOK AOCTyna NporpaMMHbIX CPEACTB (MporpaMm, NpoLeccoB, 3adad, 3agaHum) K
3awmuaemblim hannam. B napametpax permctpauvm ykasbiBalTCs Aata M BpeMs NOoMbITKM AOCTyna K
3awmuaemomy awnny C ykasaHMem ee pesynbTata (ychnewHas, HeycnewHas), uaeHTudukaTop
none3oBaTtens, cneundukauuna sawuuiaemoro ganna;

perncTpaumsi nonbiTOK [OCTyrna NPOrpaMMHbIX CPeACcTB K OOMNOMHUTENbHbIM - 3alimiaeMbliM
obbekTam goctyna (TepMuHanam, TEXHUYECKMM cpeacTBaM, y3nam CeTW, NMHUSAM (KaHaram) CBS3W,
BHELWIHMM YCTpPOWCTBaM, MporpaMmmam, TOMam, katanoram, cpannam, sanucam, nomnsm 3anucen). B
napameTpax perucrpaumm ykasblBaloTcs gaTa M Bpems MomMbITKM OCTyna K 3aliuliaeMoMy OOBbEKTy C
yKkasaHuem ee pesynbraTta (ycnewHas, HeycrnelwHas), ngeHTudukaTop nonb3oBaTtensd, crneuudurkaums
3awuiaemoro o6bekTa (nornyeckoe ums (Homep));

yyeT BCEX 3awmuiaemblx HocuTenem uHdopmauum C MOMOLLBI MX MapKUPOBKUM U 3aHeceHue
YYeTHbIX AaHHbIX B XXypHan yyeTa ¢ oTMeTKomn 06 nx Bbigaye (npueme);

OyonvpyoLwmin yyeT 3alimiiaemblx Hocutenen nHdopmaumu;

ounctka (obHyneHue, obGeanuumBaHue) ocBobOXaaeMbix obnacten onepaTtMBHOM MNaAMSTU
WHPOPMALIMOHHBIX CUCTEM N BHELUHUX HOCUTENen nHopmMaumu;

B) obecrneyveHne LenoCTHOCTH:

obecneyeHne LENOCTHOCTU MPOrpaMMHbIX CPEACTB CUCTEMbI 3alUUTbl NMEPCOHANbHbIX AaHHbIX,
obpabaTbiBaemon MHopMaLmm, a Takke HEM3MEHHOCTb MPOrpaMMHON cpefbl. [pu 3TOM LEenoCTHOCTb
CUCTEMBbI 3alUWTbl NepcoHarnbHbIX AaHHbIX MPOBEPSETCA Mpu 3arpyske CUCTEMbl MO HanmUyuio UMeH
(noeHTNUKaTOpOB) ee KOMMOHEHT, a LEeNTIOCTHOCTb NPOrpamMMHON cpebl obecneynBaeTcsl OTCYyTCTBMEM
B MHPOPMALMOHHON cUCTEME CpeacTB pa3paboTKu 1M OTNaaku Nporpamm;

dmsmyeckas oxpaHa TEXHUYECKUX CPeacTB MHPOPMALMOHHON CUCTEMbI (YCTPOMCTB U HOCUTENEN
nHdopmaumm), npegycMmaTpmsaioLLas NOCTOSHHOE Hannyne oxpaHbl TEPPUTOPUM U 30aHUS;

nepuoanyeckoe TeCTUpoBaHue MYHKUMIA CUCTEMBI 3aLLMTBI MEPCOHAaNbHbIX AaHHbBIX NMPYU U3MEHEHUN
nporpaMMHON cpefbl M nosib3oBatenen MHAPOPMALVMOHHOM CUCTEMbI C MOMOLLLID TecT-Mporpamm,
UMUTUPYIOLLMX MOMNbITKA HECAHKLMOHMPOBaHHOIO JOCTYNa;

Hanuuve  cpencTts BOCCTaHOBMEHMS cUCTEMbI 3aWuThl NepcoHanbHbIX  AaHHbIX,
npegycMmaTpuBaroLLnX BeJeHNe ABYX KOMUIM NporpaMMHbIX KOMMOHEHTOB CPeACTB 3aLlMTbl MHOpMaLmu,
nx nepuognyeckoe oGHOBIEHNE U KOHTPOIb PaboTocnocoBGHOCTN.

4.3. Ona nHOPMaLMOHHBLIX cucTem 1 Kracca npuM MHOrononb30BaTENbLCKOM pexnme obpaboTkm
nepcoHanbHbIX AaHHbIX M pa3HbIX NpaBax [oCTyna K HUM norb3oBaTenen NpUMEHSTCS cnegyolime
OCHOBHble MeTOoAbl U cnocobbl 3awmUThl HDOPMaLIUK:

a) ynpaBneHue A4OoCTYNoMm:

naeHtTudmrkaums 1 nposBepka NOANMHHOCTM MOMb30oBaTenss npu BXO4e B CUCTEMY nNO
ngeHtTudukatopy (kogy) W Maposilo  YCIOBHO-MOCTOSHHOIO AENCTBUS ONIMHOW HE MEHee LWecTu
OykBEHHO-LMPOBBLIX CUMBOIOB;

noeHTnuKauna TepMuHanoB, TEXHUYECKMX CpeacTB, Y3NOB CeTW, KaHanoB CBSI3W, BHELLHWX
YCTPOWUCTB MO NOrMYecknM nmeHawm;

naoeHTnmrkauunsa nporpaMmmM, TOMOB, KaTanoros, hannos, 3anucein, Nonemn 3annucen No UMeHawm;

KOHTPOMb [JOCTyna nonb3oBaTenen K 3alulaeMblM pecypcam B COOTBETCTBUM C MaTpuLen
poctyna;

6) perncTpaums u yyer:



pernctpaumsi Bxoga (Bbixoga) nonb3oBaTteniei B cuctemy (M3 cuctembl), nnbo perncrpaums
3arpyskm M UHMLManNu3auMm OnepauMoHHON CUCTEMbl U ee MporpamMmHOro octaHoBa. Pervcrtpauus
BbIX0O4Aa W3 CUCTEMbl WM OCTaHOBA HE MNPOBOAMTCA B MOMEHTbl annapaTypHOro OTKIHYEHUS
MHGOPMaLMOHHOW cucTeMbl. B mapameTpax perncrtpauum ykasbiBaloTCs faTa M Bpems Bxoda (Bbixoaa)
nonb3oBaTens B cuctemy (M3 CUCTEMbI) UMK 3arpy3kn (OCTaHOBAa) CUCTEMbI, pe3yrbTaT MoMnbiTKM BXxo4a
(ycnewHas unu HeycnewHas), naeHtudumkatop (kog unu pammnus) none3oBaTtensi, NPeaAbABIEHHbIN NPy
nonbITKe AOCTYNa, KOA4 U Naponb, NPeAbABEHHbIN MPU HEYCMNELHON MOMbITKE;

permctpaums Bbldaun nevaTHbIX (rpaduyeckmMx) AOKYMEHTOB Ha OyMaxHbii HocuTenb. B
napameTpax permcrpauumn ykasbiBaloTCa daTa M Bpems Bblgayum (obpalleHuns K nogcucteme BbIBOAA),
cneumdukaumss yCTpoOMUCTBa Bbldayun (normdeckoe uMsi (HOMep) BHELUHEro YCTPOWCTBA), KpaTkoe
cogepxaHve [OKyMeHTa (HaumeHoBaHue, Bua, LwWwudp, Kod), wuaeHTudukatop nonb3oBaTend,
3anpoCuMBLUErO AOKYMEHT;

permcTpaums 3anycka (3aBepLueHuns) nporpaMM 1 NpoLeccoB (3agaHun, 3agad), npeaHa3HayYeHHbIX
Anst obpaboTkm nepcoHanbHbIX AaHHbIX. B napameTpax perncrtpauum ykasblBalTCA gaTa M Bpemsi
3anycka, ums (MaeHTMdukaTop) nporpammbl (Mpouecca, 3ajaHud), ugeHtTudgukaTop nosfb3oBaTens,
3anpocumBLLEro Nporpammy (Npouecc, 3agaHue), pesynbTaT 3anycka (YCneLHbIn, HeYCMNeLwHbIn);

permcTpaums nonbITOK AOCTyNa NporpaMMHbIX CPeACTB (MporpaMm, NpoLeccoB, 3a4ad, 3agaHum) K
3awmuaemblm cannam. B napameTpax permctpauvm ykasbiBaloTCs Aata M BpeMs MOoMbITKM JOCTyna K
3awmuaemomy awny € ykasaHuem ee pesynbTata (ycnewHas, HeycnewHas), uaeHTudukaTop
nonb3oBaTtens, cneuMpukauus sawmaemoro ganna;

permctpaums MONbITOK AO0CTyna MPOrpaMMHbIX CPeAcTB K AOMOSMHUTENbHLIM - 3aluULLaemMblM
obbekTam goctyna (TepMumHanam, TeXHUYEeCKUM cpeacTsam, y3nam ceTw, NUMHUSM (KaHanam) CBA3w,
BHELUHUM YCTPOWCTBaM, MporpammMam, ToMam, Katanoram, darnnam, 3anucam, nonsm 3anucen). B
napameTpax perncrpaumm ykasblBaloTcs gaTa M Bpems MomMbITKM OCTyna K 3aliMliaeMoMy OOBbEKTY C
yKkasaHuem ee pesynbraTta (ycnelwHasi, HeycnelwHas), MaeHTudukaTop nonb3oBaTtens, cneundukaums
3awmuiaemoro obbekTa (normyeckoe mms (Homep));

y4yeT BCEX 3aluliaemblXx HocuTenen uHdopmaumvM C MOMOLLBI MX MapKUPOBKM U 3aHeceHue
YYETHbIX JaHHbIX B XXypHan y4yeTa ¢ 0oTMeTKoM 06 nx Bbigaye (Npueme);

ounctka (obHyneHue, obe3nuumBaHue) ocBobOXOaembix obnacTten onepaTtuBHOM MaMATU
WH(OPMaLIMOHHON CUCTEMBI U BHELLIHMX HaKoMUTEnNewu;

B) obecneveHme LenoCcTHOCTH:

obecneyeHve LENOCTHOCTU MPOrpaMMHbLIX CPEeACTB CUCTEMbl 3almTbl NEPCOHAaNbHbIX AaHHbIX,
obpabaTbiBaemon MHOpMaLMK, a Takke HEM3MEHHOCTb MPOrpaMMHON cpedpl. [1pn 3TOM LEenocTHOCTb
CUCTEMbI 3aluUTbl MEePCOHanbHbIX AaHHbIX MPOBEPSETCA MNpU 3arpy3ke CUCTEMbl MO KOHTPOSbHbIM
CyMMaMm KOMMOHEHTOB CUCTEMbl 3aluTbl, a LENOCTHOCTb MporpaMMHON cpedbl obecnevmBaeTcs
UCMNOMb30BaHNEM TPAHCMSATOPOB C $I3bIKOB BbLICOKOrO YPOBHSA M OTCYTCTBUMEM CPeACTB Moaudukauum
0OBbEKTHOrO Koga nporpaMm B npouecce 06paboTKM U (M) XpaHEHWS MEePCOHanbHbIX AaHHbBIX;

dusnyeckaa oxpaHa TEXHUYECKUX CPeAcTB UH(OPMALMOHHON cuUcTeMbl (YCTPOMCTB U HOCUTENEW
WHdopmaumm), npegycMaTpuBalollas KOHTPONb AOCTyna B MOMELLEHMS MOCTOPOHHMX UL, Hanuyune
HadEeXHbIX NPEnATCTBMA ANs HECaHKUMOHUPOBAHHOIO MPOHUKHOBEHUS B MOMELLEHUS U XpaHWuLe
HocuTenen nHcopmaLuuu;

nepuognyeckoe TeCTupoBaHue MYHKUMUIA CUCTEMBI 3aLLMTBI MEPCOHAanbHbIX AaHHbIX NPYU U3MEHEHUN
nporpaMmHoOn cpefbl M nonb3oBaTtenen MHAPOPMALMOHHOW CUCTEMbI C MOMOLLBIO TecT-nporpamMm,
UMUTUPYIOLLMX MOMNbITKA HECAHKLMOHMPOBaHHOIO JOCTYNa;

HanuuMe  cpeacTs BOCCTaHOBMEHUSA CUCTEMbI 3aWunThI nepcoHanbHbIX  AaHHbIX,
npegycmaTpuBaloLLnX BeAeHUe OBYX KOMUIM NPOrpamMmMHbIX KOMMOHEHTOB CPEACTB 3allmThl MHOpMaLmm,
nx nepuogmnyeckoe obHOBMNEHME U KOHTPOIb PaboTOCMOCOBHOCTH.

4.4. be3onacHoe MexceTeBoe B3aMMoencTeme Ang UHGOpMaUMOHHbIX cuctem 1 knacca npu nx
NOAKITIOYEHUN K CETAM MEXOYHapOoAHOro MHpopmMauuoHHoro obmMeHa OOCTUraeTcss NyTeM NPUMEHEHMS
CpencTB MeXCeTEeBOro 3KpaHUpPOBaHMWS, KOTopble 06ecneyvmMBaloT BbINOMHEHNE CeayoLWmnX pyHKLNIA:

dunbTpaLmio Ha CETEBOM YPOBHe [Ansl KaX4oro CETEBOro MakeTa He3aBUCMMO (pelleHue o
puUnbTpaumMm NPUHUMAETCA Ha OCHOBE CETEBbLIX aPECOB OTNPaBMTENsS U MonydaTens UM Ha OCHOBE
APYrvX 9KBMBaNEeHTHbIX aTpnbyToB);

dunbTpaumio nakeToB CNYyXebHbIX MPOTOKOMOB, CAyXawWwux Ans AMarHOCTMKM W ynpasrieHus
paboTon ceTeBbIX YCTPOWCTB;

dunbTpaumilo C y4eTOM BXOLAHOMO M BbLIXOAHOIO CETEBOro MHTepdenca kKak cpeacTBa npoBepKu
NOAMNVHHOCTU CETEBbIX agpecos;

bvnbTpaLmMio C y4eTOM N0ObIX 3HAYUMBIX MOSIEN CETEBbIX NAaKETOB;

dvnbTpaLmMIo Ha TPAHCMOPTHOM YPOBHE 3anpoCOB Ha YCTaHOBMEHUE BUPTYarbHbIX COEQUHEHUN C
y4eTOM TPAHCMOPTHLIX aApeCcoB OTNPaBUTENS U NonyyaTens;

dvnbTpaLmMIo Ha NPUKNaAHOM YPOBHE 3anpocoB K MPUKNaaHbIM cepBuMcaM C y4eTOM MPUKNagHbIX
agpecoB OTMpaBuUTENS U Nony4vaTens;

hunbTPaLMIO C Y4ETOM AaTbl U BPEMEHMU;



ayTeHTUdMKALMIO BXOAALMX U UCXOAALMX 3anpoCOB MeToA4aMu, YCTONYMBBLIMW K MacCUBHOMY U
(Mnn) aKTMBHOMY MPOCHYLLUMBAHUIO CETH;

perncTpaumio 1 ydyet unbTpyeMbix NakeToB (B napameTpbl perncrpaumu BKYalTCa agpec,
Bpems u pesynbTat hunetpaumn);

perncTpaumio 1 y4eT 3anpocoB Ha YCTaHOBMEHWE BUPTYyarbHbIX COEAVHEHUN;

NOKanbHYI CUrHanM3aLumnio NoMbITOK HApYLLUEeHWs Npasun unbTpaumm;

naeHTUrKaumio N ayTeHTudrKaumio agMMHUCTPaTopa MEXCETEBOrO dKpaHa Mpu ero nokasnbHbIX
3anpocax Ha JOCTyn no naeHTudukaTopy (kogy) u Napomnto YyCroBHO-NOCTOSIHHOrO AENCTBUS;

npegoTBpalleHne [ocTyna  HeumaeHTMAUUMPOBAHHOrO MNonb3oBaTens wnu  Nonb3oBaTens,
NOAMNVHHOCTb MAEHTUMMKALMM KOTOPOro Npu ayTeHTUdMKaLMM He NOATBEPAUNACS;

naeHTUdrKaumio n ayTeHTumKaumio agMmMHUCTpaTopa MexXceTeBoro aKkpaHa npu ero yaaneHHbIxX
3anpocax MeTogamu, yCTONYMBBIMU K MACCMBHOMY U aKTUBHOMY nepexsaTy uHdopmaumm;

percTpaumio Bxoga (Bblxoga) agMUHMCTPAToOpa MEXCEeTeBOro aKkpaHa B cuctemy (M3 cucTembl)
nmMbo 3arpysku U MHMLMANM3auum CUCTEMbl M €e MPOorpamMMHOrO OCTaHoBa (permcTpauus BbIxoda M3
CUCTEMbI HE MPOBOANTCS B MOMEHTbI annapaTypHOro OTKIIOYEHUS MEXCETEBOro aKpaHa);

perncTpaumio 3anycka nporpamMm 1 NpoLeccoB (3agaHun, 3agad);

perucTpauuio OencTBuUs aAMUHUCTpPaToOpa MEXCETEBOro 93KpaHa MO W3MEHEHWI0 npaBwn
dunbTpaumm;

BO3MOXHOCTb AMCTAHUUOHHOIO YNpaBfieHUs CBOWMW KOMMOHEHTaMu, B TOM 4YUCre BO3MOXHOCTb
KOHQUrypmpoBaHns ((punbTPoB, MPOBEPKM B3aMMHOW COMNacoBaHHOCTM BCeX (punbTpoB, aHanu3a
pervcTpauroHHOW nHopmauuu;

KOHTPOrMb LLeNOCTHOCTH CBOEWN NPOrpaMMHON 1 MHPOPMaLMOHHOW YacTw;

KOHTPOMb LENOCTHOCTU MPOrpaMMHON M MH(OPMALMOHHOW YacTy MEXCETEeBOro 3dkpaHa no
KOHTPOSbHbIM CyMMaM;

BOCCTaHOBJIEHME CBOWCTB MEXCETEBOro 3KkpaHa nocne cboeB 1 0Tka3oB 060pyA0BaHNS;

pernaMeHTHoe TecTMpoBaHMe peanu3auuMu npasun cunbTpauum, npouecca permcTpauuu,
npouecca ngeHTudukaumm n ayTeHTugmkauum 3anpocos, npouecca naeHTudrkaummn n ayTeHTndnkaumm
agMuHUCTpaTopa MEeXCEeTeBOro 9KpaHa, npouecca perucrpauumM OewcTBMW  agMUHUCTpaTtopa
MEXCeTEeBOro aKpaHa, npouecca KOHTPOSS 3a LEerNoCTHOCTbIO MPOrpamMmMHON 1 MHOPMAaLMOHHON YacTy,
npouenypbl BOCCTaHOBMNEHNS.

5. AHanu3 3alMLIEeHHOCTU MNpPOBOAUTCS ANA pacnpefeneHHbIX MHAPOPMALMOHHBIX CUCTEM U
WHOPMALMOHHBIX CUCTEM, MOAKMIOYEHHbIX K CEeTAM MEeXOYHapOAHOro WMHAOpPMaLMOHHOro obmeHa,
nytem NCMNonb30BaHNs B  coCTaBe  MH(OPMAUMOHHOW  CUCTEMbI NporpamMmHbIX UM
nporpamMmHo-annapaTHbiX CPeACTB (CUCTEM) aHanms3a 3allMLLEHHOCTN.

CpenctBa (cuctembl) aHanmsa 3allMLLEHHOCTU AOMMKHbI obecneunBaTe BO3MOXHOCTb BbISIBIIEHUS
YA3BUMOCTEW, CBA3aHHbIX C OLIMBKamMu B KOHUrypaLumm nporpammHoro obecrneyeHns MHPOpPMaLNOHHON
CUCTEMbI, KOTOPblE MOTYT ObITb MCNOMb30BaHbl HAPYLUMTENEeM AN peanuaauun atakm Ha CUCTEMY.

6. OBHapyXeHne BTOPXeHU NPOBOANTCH ANst MHPOPMALMOHHBIX CUCTEM, MOOKTIOYEHHbIX K CETAM
MeXAyHapoAHOro MHMOPMaLUUoHHOro obmeHa, nyTemM MCNofb30BaHWA B COCTaBe MH(OPMaLVOHHON
CMCTEMbI MPOrpaMMHbIX MW NPOrpaMMHo-annapaTHbIX CPeACTB (CUCTEM) OOHapYXeHNs BTOPXKEHWA.

7. Ana vHdopmaumnoHHbIX cucTeM 1 knacca nNpuMMeHsieTcst nmporpammHoe obecrnedeHve CpeacTs
3aWwmThl MHopmMauun, cooTBeTCTBylOLlEee 4 YPOBHIO KOHTPONS OTCYTCTBMS HeAeKnapuMpoBaHHbIX
BO3MOXHOCTEN.




